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Memo Rhein, CEO, Unlimited Media Transcript  
of Presentation @ DCIA P2P Summit, Los Angeles, 
June 11 2007 
 
The Question: 
 
Memo, as digital watermarking progresses, how can this type of digital rights management 
(DRM) solution be used to accelerate commercial development of the P2P distribution 
channel? 
 
 
I am Memo Rhein and I have been working in the area of digital watermarking for 10 years.  
 
To give you my perspective, my company Unlimited Media, provides music and DVD content to 
independent distributors around the world. 
 
I recognised the need to ensure the integrity of our shared distribution system Χ 
 
Χand therefore have increasingly committed my time and resources into finding an effective, 
state of the art DRM solution. 
 
ΧƳȅ ŦŜŜƭƛƴƎ ΧƭƛƪŜ ȅƻǳǊǎΧƛǎ ǘƘŀt the existing DRM solutions currently used in market are not 
working properlyΧ 
 
in my opinion they do not do what they were first intended to do  
 

Χ protect owners rights,  
 
Χand just as importantly, for everyone here today, 
 
Χnor do they have the capability to unlock the potential marketing value that lies within P2P. 
 
Let me explain what I mean by this. 
 
Current Situation 
 
[ŜǘΩǎ ǎǘŀǊǘ ǿƛǘƘ my thoughts on the current situation. 
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As an alternative to the existing restricted and close circled digital distribution platforms, 
 
Å P2P commercial opportunities are also being restricted by: 

 
Å Low level acceptance/Rejection of DRM solutions due to lack of 

interoperability/standardisation 
 
Å Under utilised tracking and traceability 
 
Å Little or no effective copyright enforcement and analysis 
 
Å No centralised recognition & evaluation system 

 
 
Which has led to: 
 
 

Å Illegal exploitation 
Å Content duplication 
Å Grey areas 
Å Failure to account 
Å Renaming of content 
Å Copyright and IP devaluation 

 
Clearly this was not the intention of everyone involved in the development of the current DRM 
solutions. 
 
 
{ƻΧ 
 
We believe that the commercial development of P2P distribution is being inhibited by current 
DRM.  
 
This is not a surprise to anyone here. 
 
In fact many players in the market are talking abƻǳǘ ǘƘŜ ŘŜŀǘƘ ƻŦ 5wa ŀǎ ǿŜ ƪƴƻǿ ƛǘΧΦǿƛǘƘƻǳǘ 
knowing what is going to replace it! 
 
ΧΦŀƴŘ ǘƘŀǘΩǎ ǿƘŀǘ L ǿŀƴǘ ǘƻ ǘŀƭƪ ŀōƻǳǘ ƴƻǿΧ ŀǎ L ǘƘƛƴƪ ƛǘ ǿƛƭƭ ŀƴǎǿŜǊ ȅƻǳǊ ǉǳŜǎǘƛƻƴΦ 
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I believe that current DRM solutions have taught us 3 valuable lessons 
 
Lesson 1  
 
ά5wa ŀǇǇǊƻŀŎƘŜǎ ǘƘǳǎ ŦŀǊ ƘŀǾŜ ǿŜŀƪŜƴŜŘ ǘƘŜ ŎƻƴǘŜƴǘ ƛƴŘǳǎǘǊȅΧ ōȅ ƭƛƳƛǘƛƴƎ ŎƻƳƳŜǊŎƛŀƭ 
ŜȄǇƭƻƛǘŀǘƛƻƴ Χōȅ ƭƛƳƛǘƛƴƎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ 
 
ΧŀǊƎǳŀōƭȅ ǘƘƛǎ Ƙŀǎ ŘƻƴŜ ƳƻǊŜ ŘŀƳŀƎŜ ǘƘŀƴ ŀƴȅ ƛƭƭŜƎŀƭ ǇнǇ ǎƛǘŜ ŎƻǳƭŘ ƘŀǾŜ ŘƻƴŜΗ 
 
!ƴŘ ǘƻ ǘƘŜ ǎǇŜŎƛŦƛŎ ǉǳŜǎǘƛƻƴ ƻŦ ŘƛƎƛǘŀƭ ǿŀǘŜǊƳŀǊƪƛƴƎΧ 
 
Χƛǘ is not new as an alternative DRM technology. 
 
ΧŀƴŘ ǘƻ ŘŀǘŜ ƛǘ Ƙŀǎ ŘŜƳƻƴǎǘǊŀǘŜŘ ƭƛƳƛǘŜŘ ŜŦŦŜŎǘƛǾŜƴŜǎǎΦ 
 
Primarily because all the players in the market act in their own self interest - driven by a 
perceived need to protect their market share versus the competition. 
 
ΧǘƘŜ ŜƴŘ ǊŜǎǳƭǘ - ŀ ŘƛǎƻǊƎŀƴƛǎŜŘ ŀǇǇǊƻŀŎƘέ 
 
So lesson 1 - Any future DRM watermarking system needs to work across all platforms to be 
effective in market. 
 
What else have we learnt 
 
Lesson 2 
 
¢Ƙƛǎ άƭŀŎƪ ƻŦ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ Ƙŀǎ ŎǊŜŀǘŜŘ ŜƴŘ ǳser frustration and irritation. 
 
LŦ ƴŜǿ 5wa ƛǎ ŀǎ ƛƴǘǊǳǎƛǾŜ ŀǎ ƛǘ Ƙŀǎ ōŜŜƴ ƛƴ ǘƘŜ 5wa ǎƻƭǳǘƛƻƴǎ ǘƻ ŘŀǘŜΧǘƘŜƴ ǘƘŜ ƛƴŎŜƴǘƛǾŜ ǘƻ ǘƘŜ 
end user to find ways around them will drive continued illegitimate market activities.  
 
In other words continued failure from ŜǾŜǊȅƻƴŜΩǎ Ǉƻƛƴǘ ƻŦ ǾƛŜǿΦ 
 
So lesson 2 ς Any future DRM watermarking system needs to unobtrusive and transparent to 
the end user. 
 
In fact I would say that ideally it needs to go further than this and actually look to be openly 
invited and embraced by the end user. 
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Why do DRM solutions need to be hidden? 
 
Why do they want to criminalise the end user? 
 
²Ƙȅ ŎŀƴΩǘ ǿŜ ǘƘƛƴƪ ƻŦ ǿŀȅǎ ǘƻ ƛƴŎƭǳŘŜ ǘƘŜ ŜƴŘ ǳǎŜǊΚ 
 
 ΧǿƘƛŎƘ ƛǎ ǘƻ ǎŀȅ ǿƘȅ ŎŀƴΩǘ ǿŜ create added value for them? 
 
Χǘƻ ǘƘƛƴƪ ŀōƻǳǘ ǿƘŀǘΩǎ ƛƴ ƛǘ ŦƻǊ ǘƘŜƳΚ 
 
ImŀƎƛƴŜ ŀ 5wa ǎƻƭǳǘƛƻƴ ǿƘŜǊŜΣ ŦǊƻƳ ŀƴ ŜƴŘ ǳǎŜǊ ǇŜǊǎǇŜŎǘƛǾŜΧ 

 
Χ LƴŎŜƴǘƛǾŜǎ ŀƴŘ ōŜƴŜŦƛǘǎ ŀǊŜ ŎƭŜŀǊƭȅ apparent  
Χ ōŜƴŜŦƛǘǎ ƻōǾƛƻǳǎΣ ǿŀƴǘŜŘ ŀƴŘ ǘƘŜǊŜŦƻǊŜ self promoting 

 
 
Lesson 3 
 
The next lesson ς Lesson 3 - can be exemplified by the most recent attempt to implement 
ŀƴƻǘƘŜǊ άƘƛŘŘŜƴέ DRM solution  
 
{ƻǊǊȅ ǘƻ ōŜ ōƭǳƴǘ ōǳǘ ƛǘ ƛǎ Ƴȅ ǿŀȅ ΧΦǘƘŜ ƭŀǘŜǎǘ 5wa ǎƻƭǳǘƛƻƴ ƻŦŦŜǊŜŘ ōȅ άLǘǳƴŜǎ Ǉƭǳǎέ ǘǊŀŎƪǎ ŦǊƻƳ 
EMI is a good example of how not to do it. 
 
This is a concern because we expect similar solutions 
 
ΧŜƛǘƘŜǊ based on or using the same limited technology are in the pipe line and are currently 
being offered up as state of the art and being considered by a number of other companies. 
 
²Ƙȅ Řƻ L ǎŀȅ ΨƭƛƳƛǘŜŘΩ ǘŜŎƘƴƻƭƻƎȅΚ  
 
In our opinion tƘŜ ǘŜŎƘƴƻƭƻƎȅ ǎƛƳǇƭȅ ŘƻŜǎƴΩǘ Ǝƻ ŦŀǊ Ŝƴƻugh 
 

Χ ŀƴŘ ƛǎ ǘƘŜǊŜŦƻǊŜ ƻŦ ƭƛǘǘƭŜ ƻǊ ƴƻ ǳǎŜ ǘƻ ǘƘŜ ǊƛƎƘǘǎ ƻǿƴŜǊΦ 
 
Χ ŀƴŘ Ŧŀƛƭǎ ǘƻ ǳƴƭƻŎƪ ǘƘŜ ǇƻǘŜƴǘƛŀƭ ƳŀǊƪŜǘƛƴƎ ǾŀƭǳŜ ŎǊŜŀǘŜŘ ǿƛǘƘƛƴ ǘƘŜ ŎƘŀƛƴ ǿƘŜƴ ƛƴ 
market. 

 
If the technology could track usage - including the demands and requests of the most influential 
and valuable group of users 
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ï the P2P social networks ς  

 
Χthen DRM would be transformed into a welcome and highly valued addition for all  
 
CƻǊ ǘƘƻǎŜ ƻŦ ȅƻǳ ǿƘƻ ƘŀǾŜ ƴƻǘ ƘŀŘ ŀ ŎƘŀƴŎŜ ǘƻ ǘŀƪŜ ŀ ƭƻƻƪ ǳƴŘŜǊ ǘƘŜ ƘƻƻŘ ŀǘ ǘƘŜ ƴŜǿ ΨƛǘǳƴŜǎ 
ǇƭǳǎΩκ 9aL ǎƻƭǳǘƛƻƴ 
 
Χ I can tell you that the information is embedded into the file and is lost as soon as the user 
changes the format from AAC to MP3. 
 
So what use is that to the rights owner, distributor and anybody further down the value chain, 
 
Χ ǘƘŜ ƭƛƳƛǘŀǘƛƻƴǎ ŀǊŜ ŎƭŜŀǊΦ 
 
It is a very shortsighted solution.  
 
It surprises me that this solution is being seen as state of the art yet still it fails to address the key 
issues of the current DRM solution. 
 
In my opinion, better solutions are available 
 
I know it is possible to create a watermark that transfers across platforms. 
 
I can tell you because we have done it. Our watermark CUGate can be uploaded onto iTunes and 
it will remain in the filesΧ even if they are transferred and released as vinyl disc!  
 
 {ƻ ǘƘŜ ǘƘƛǊŘ ƭŜǎǎƻƴΧ 
 
New DRM technology must be more than an identification tag attached at some point in the 
value chain. 
 
Χƛǘ ƴŜŜŘs to also track and trace at every stage of the value chains creation which happens in 
market, in real time. 
 
Only then will we have a complete chain of rights and title  
 
Χso that everyone who has been part of creating the value can be recognised for their 
contribution.  
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L ǎǘǊŜǎǎ ǘƘŀǘ ǘǊŀŎŜŀōƛƭƛǘȅ ΧΦǊƛƎƘǘ ǘƘǊƻǳƎƘ ǘƻ ǘƘŜ ŜƴŘ ƻŦ ǘƘŜ ŎƘŀƛƴ ƻŦ ǊƛƎƘǘǎ ƛǎ ŜǎǎŜƴǘƛŀƭ ŦƻǊ ǘƘŜ ǊƛƎƘǘǎ 
owner to be able to claim their rightful revenues and retain control over their product. 
 
Accept nothing less. 
 
To be effective in market, new forms of DRM, must feature traceability to identify each and every 
piece of additional information as the chain extends in market from rights owner to distributors 
ŀƴŘ ŀƎƎǊŜƎŀǘƻǊǎ ŀƴŘ ŜǾŜƴǘǳŀƭ ŜƴŘ ǳǎŜǊǎΧ ƛǘ ƛǎ ƴƻǘ ƎƻƛƴƎ ǘƻ ōŜ ƎƻƻŘ ŜƴƻǳƎƘ ǘƻ ƻƴƭȅ ǘǊŀŎŜ ǘƘŜ ŦƛǊǎǘ 
link in the chain!  
 
It needs to be traceable from which ever end you look at it. 
 
When this is achieved the DRM technology not only unlocks the marketing value by helping 
promote, market and distribute content in the virtual marketplace 
 
But also creates opens up many new commercial opportunities such as new artist discovery and 
creativity. 
 
These are the new rules of engagement for anyone working in this key area of development 
today. 
 
The Solution 
 
So, in summary, L ǘƘƛƴƪ ǘƘŜ ƴŜǿ 5wa ƴŜŜŘǎ ΧΧ 
 
1.Interoperability 
 
нΦbŜŜŘǎ ǘƻ ōŜ ǳƴƻōǘǊǳǎƛǾŜ ŀƴŘ ǾŀƭǳŜŘΧ ŎǊŜŀǘƛƴƎ ŀ ǎŜŎǳǊŜ ŀƴŘ ǘǊǳǎǘŜŘ ǘǊŀŘƛƴƎ ŜƴǾƛǊƻƴƳŜƴǘ 
 
3.Needs not only to identify bǳǘ ŎǊƛǘƛŎŀƭƭȅ ǘƻ ǘǊŀŎƪ ŀƴŘ ǘǊŀŎŜΧǘƻ ŎǊŜŀǘŜ ŀ ŎƻƳǇƭŜǘŜ ŎƘŀƛƴ ƻŦ ǊƛƎƘǘǎΦ 
 
ΧǿƘƛŎƘ ƛǎ ŎǊŜŀǘŜŘ ǘƘǊƻǳƎƘ ǳǎŀƎŜΦ 
 
 
 
hŦ ŎƻǳǊǎŜ ǿŜ Řƻ ŦƻǊŜǎŜŜ ƛǎǎǳŜǎ ŀƘŜŀŘ ŦƻǊ ǘƘƛǎ ƴŜǿ 5waΧ 
 
Non intrusive ς  means that we need more collaboration and co-operation between hardware 
and software producers 
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ΧŀƴŘ 5wa ǇǊƻǾƛŘŜǊǎΦ 
 
We have a collective responsibility. 
 
What does that mean exactly?. 
 
²Ŝ ƴŜŜŘ ǘƻ ŎƻƭƭŀōƻǊŀǘŜ ǘƻ ŜƴǎǳǊŜ ǿŜ Ŏŀƴ ŜŦŦŜŎǘ Χ/ŀƭƭ ƛƴ ŦǳƴŎǘƛƻƴ ƛƴǘƻ ǘƘŜ ŦƛƭŜΣ ƻōǘŀƛƴ ŀǇǇǊƻǾŀƭǎ ōȅ 
the various Virus Blockers,etc. 
 
But I think if we act together as an industry we can overcome these hurdles. 
 
Iƻǿ Řƻ ǿŜ ƪƴƻǿ ǿŜΩǊŜ ƘŜŀŘƛƴƎ ƛƴ ǘƘŜ ǊƛƎƘǘ ŘƛǊŜŎǘƛƻƴΚ 
 
Our DRM solution ς CUGate ς ǿƘƛŎƘ ǿŜ ŀǊŜ ƭŀǳƴŎƘƛƴƎ ǘƘƛǎ ǿŜŜƪ ƘŜǊŜ ŀǘ 5ƛƎƛǘŀƭ IƻƭƭȅǿƻƻŘΧ Ƙŀǎ 
already been reviewed by a number of key partners around the world ς Multi-Media Production 
Association in Taiwan 
 
ΧΦŀƴŘ ŎƭƻǎŜǊ ǘƻ ƘƻƳŜ Ŧƻr US, IntentMediaWorks 
 
Investment in this industry will only be secured if we can demonstrate that we are able to agree 
on standards quickly to enable unbiased trade. 
 
Unbiased trade is essential for this industry to survive. It is vital to give every Cosmos of 
Creativity, large and small, a chance to survive and flourish. 
 
ΧŀƴŘ ǿŜΩǊŜ ƘŜǊŜ ǘƻ ƘŜƭǇ ōȅ ǇǊƻǾƛŘƛƴƎ ŀƴǎǿŜǊǎ ǘƻ ǉǳŜǎǘƛƻƴǎ ƭƛƪŜ ǘƘŜǎŜ ŀƴŘ ŀǘ ŦƻǊǳƳǎ ǎǳŎƘ ŀǎ this.  
 
²ŜΩǊŜ ƘŜrŜ ǘƻ ǘŀƭƪΣ ǿŜΩǊŜ ƘŜre to do business! 
 
Thank you. 
 
 
 


